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 	  Digitally sign PDF files 
 	            
       haxier  
   
        		 Hi all
 

I'm developing an application with some reports and we're looking for

advice. This reports should be openoffice.org .odf files, pdf files,

and perhaps microsoft word files (.doc, .docx?) and must be digitally

signed. Is out there some kind of libraries to ease this tasks?
 

* Access to the local user certificate store, and read PEM or PKCS12

certificate files.

* Read, parse and validate user certificates

* Sign documents: as a binary stream, within an specific document

(pdf, odt, doc)
 

I've been googling and found very few documentation about this --

except some examples using jython and ironpython.
 

Thanks
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       Hartmut Goebel  
   
        		    Hi,
 	
				I'm developing an application with some reports and we're looking for

advice. This reports should be openoffice.org .odf files, pdf files,

and perhaps microsoft word files (.doc, .docx?) and must be digitally

signed. Is out there some kind of libraries to ease this tasks?



For signing you can use OpenSSL or the more complete M2crypto modules.

But this is only the crypto part of the task.
 	
				* Access to the local user certificate store, and read PEM or PKCS12

certificate files.



If the certificate store is just a file, both packages can to this. If

the store is some otehr format or maybe the Windows registry, some

additional functions are required, but should be easy to implement.
 	
				* Read, parse and validate user certificates



This can be easily done with both.
 	
				* Sign documents: as a binary stream, within an specific document

(pdf, odt, doc)



This is the hardest part of the task, since the signature has to be

embedded into the document.

--

Schönen Gruß - Regards

Hartmut Goebel
 

Goebel Consult

Spezialist für IT-Sicherheit in komplexen Umgebungen
 http://www.goebel-consult.de
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       haxier  
   
        		    On 11 ago, 22:29, Hartmut Goebel <h.goe...@goebel-consult.dewrote:
  	
				 I'm developing an application with some reports and we're looking for

 advice. This reports should be openoffice.org .odf files, pdf files,

 and perhaps microsoft word files (.doc, .docx?) and must be digitally

 signed. Is out there some kind of libraries to ease this tasks?

 

For signing you can use OpenSSL or the more complete M2crypto modules.

But this is only the crypto part of the task.



M2Crypto? I didn't know of it... surely I must check it.
 

It's a very delicate component (security and reliability is a must)

and don't know how openssl works in windows environments.
 	
				** Access to the local user certificate store, and read PEM or PKCS12

*certificate files.


If the certificate store is just a file, both packages can to this. If

the store is some otehr format or maybe the Windows registry, some

additional functions are required, but should be easy to implement.



Certificates can be both: PKCS12 (.p12) files and under the windows

certificate store.
 

The best option could be some kind of thin wrapper around windows

CryotoAPI, so access to hardware tokens and smartcard readers should

be easy because under Linux everything seems tied to Mozilla NSS

libraries.
  	
				 * Sign documents: as a binary stream, within an specific document

 (pdf, odt, doc)

 

This is the hardest part of the task, since the signature has to be

embedded into the document.



OpenOffice.org uses XML DSIG (libxmlsec, libxml2) as stated here[1]

but I can't find more than this[2] implementation/wrapper of libxmlsec
 

PDF signing... I can't find something like iText for Python... I've

finded examples like this[3] based on Jython... perhaps I should look

at jython because java 1.6 has full access to Windows CryptoAPI and

full XML-DSIG support[4]
 

IronPython could also be an interesting option for obvious reasons and

there's and iText port for .NET
 

Thanks
 

[1] http://marketing.openoffice.org/oooc...signatures.pdf

[2] http://xmlsig.sourceforge.net/build.html

[3] http://kelpi.com/script/00cd7c

[4] http://java.sun.com/javase/6/docs/te...Signature.html
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       Hartmut Goebel  
   
        		    haxier schrieb:
 	
				M2Crypto? I didn't know of it... surely I must check it.


It's a very delicate component (security and reliability is a must)

and don't know how openssl works in windows environments.



M2crypto is available for windows, too. So I would not expect any

problems here.
 	
				The best option could be some kind of thin wrapper around windows

CryotoAPI, so access to hardware tokens and smartcard readers should



I'm not a windows guy, so I can't help here.
 	
				be easy because under Linux everything seems tied to Mozilla NSS

libraries.



Some is using NSS, some is OpenSSL. I personally use M2crypto, since the

licence fits me better.
 	
				OpenOffice.org uses XML DSIG (libxmlsec, libxml2) as stated here[1]

but I can't find more than this[2] implementation/wrapper of libxmlsec



I've not found a usefull specification, too. Digital Signing seams to

become part of ODF 1.2, but I've not found a clear statement on which

files have to be signed nor how.
 	
				PDF signing... I can't find something like iText for Python... I've



iText is overkill far what you need. You only want to sign, not generate

PDF files.
 

--

Schönen Gruß - Regards

Hartmut Goebel
 

Goebel Consult

Spezialist für IT-Sicherheit in komplexen Umgebungen
 http://www.goebel-consult.de
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       John Krukoff  
   
        		    On Mon, 2008-08-11 at 14:13 -0700, haxier wrote:
		
				On 11 ago, 22:29, Hartmut Goebel <h.goe...@goebel-consult.dewrote:
  	
				 I'm developing an application with some reports and we're looking for

 advice. This reports should be openoffice.org .odf files, pdf files,

 and perhaps microsoft word files (.doc, .docx?) and must be digitally

 signed. Is out there some kind of libraries to ease this tasks?



 For signing you can use OpenSSL or the more complete M2crypto modules.

 But this is only the crypto part of the task.

 

M2Crypto? I didn't know of it... surely I must check it.


It's a very delicate component (security and reliability is a must)

and don't know how openssl works in windows environments.
  	
				  * Access to the local user certificate store, and read PEM or PKCS12

  certificate files.



 If the certificate store is just a file, both packages can to this. If

 the store is some otehr format or maybe the Windows registry, some

 additional functions are required, but should be easy to implement.

 

Certificates can be both: PKCS12 (.p12) files and under the windows

certificate store.


The best option could be some kind of thin wrapper around windows

CryotoAPI, so access to hardware tokens and smartcard readers should

be easy because under Linux everything seems tied to Mozilla NSS

libraries.
  	
				 * Sign documents: as a binary stream, within an specific document

 (pdf, odt, doc)



 This is the hardest part of the task, since the signature has to be

 embedded into the document.

 

OpenOffice.org uses XML DSIG (libxmlsec, libxml2) as stated here[1]

but I can't find more than this[2] implementation/wrapper of libxmlsec


PDF signing... I can't find something like iText for Python... I've

finded examples like this[3] based on Jython... perhaps I should look

at jython because java 1.6 has full access to Windows CryptoAPI and

full XML-DSIG support[4]


IronPython could also be an interesting option for obvious reasons and

there's and iText port for .NET


Thanks


[1] http://marketing.openoffice.org/oooc...signatures.pdf

[2] http://xmlsig.sourceforge.net/build.html

[3] http://kelpi.com/script/00cd7c

[4] http://java.sun.com/javase/6/docs/te...Signature.html

--
 http://mail.python.org/mailman/listinfo/python-list 


A note on libxmlsec, there are also these python bindings available:
 http://pyxmlsec.labs.libre-entrepris...ction=examples
 

--

John Krukoff <jk******@ltgc.com>

Land Title Guarantee Company
 
 
 
   
				
				
			
				
					Aug 15 '08
                                                    #5 
    
 
 
  
 
 
  
  
 
    
 
 
    New Post 
 This thread has been closed and replies have been disabled.  Please start a new discussion.
 
 
  
    
 Similar topics
 	    
			1
				 
 
  
 
 
  
    Digitally signed 
           

			by: Aaron |
			last post   by: 

			
			How and where do I get my application signed so that when downloading from 
SP2 it will say my app is signed. 
 
Thanks, 
Aaron
			
  .NET Framework
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    Digitally signed Office Add-In C# 
           

			by: Peter Wyss |
			last post   by: 

			
			Hello, 
 
Does anyone have any Information, Turtorials, FAQ's or Websites about 
Digitally signed Office Add-Ins written in C#? 
 
Thanks for the help, 
Peter Wyss
			
  C# / C Sharp
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    Problem: Euro sign in sending email ! 
           

			by: kingski |
			last post   by: 

			
			Any idea about this ? 
http://www.developerfusion.co.uk/forums/thread/114379/#114379 
 
"Can any one help me as i am building a shopping cart and it supports 
multiple currencies but while sending...
			
  ASP.NET
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    Digitally sign an e-mail in .NET 1.1 
           

			by: =?Utf-8?B?RGllZ28gTWFyY2V0?= |
			last post   by: 

			
			Hi! 
 
I've been looking for a way to digitally sign an e-mail with .NET 
1.1 and I haven't been able to find any way of doing this except by buying a 
third party product or using CDO/OOM/ExtMAPI....
			
  .NET Framework
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    Create digitally signed MDE files in Access 2007 
           

			by: Chris |
			last post   by: 

			
			How do we create digitally signed MDE files in Access 2007 ? 
 
I tried to follow the procedure I was using in other office versions. 
 
1. I installed the Verisign certificate (with private key)....
			
  Microsoft Access / VBA
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    digitally sign zip file 
           

			by: grey |
			last post   by: 

			
			i am doing a project about the file transfer, before the transmission, i 
need to sign the zip file. is there any way to digitally sign the zip file 
in VB.NET? any reference site. thanks.
			
  Visual Basic .NET
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    Digitally sign Access 2007 .accda Add-In 
           

			by: Terry Chapman |
			last post   by: 

			
			I have a 2003 Access .mda add-in which I can sign using my Thawte digital 
certificate. 
 
I am now migrating this add-in to Access 2007 and when I try to add my 
Thawte digital signature Access 2007...
			
  Microsoft Access / VBA
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    Replacing document.getElementById with $ (dollar sign) 
           

			by: Nick |
			last post   by: 

			
			I've seen a few frameworks use the following: 
 
function $(id) { return document.getElementById(id); } 
 
Then to use: 
 
$('something').innerHTML = 'blah'; 
 
I'm just trying to roll this out to my...
			
  Javascript
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    Disable digitally sign communications on Windows 2003 DC Domain po 
           

			by: =?Utf-8?B?RW1lcmljIFRoaWJhdWQ=?= |
			last post   by: 

			
			If I disable this option on Domain controler Policy : Microsoft Network 
Server: Digitally sign communications (always): DISABLE.Does it keep same 
security for All Windows XP client. Apple need this...
			
  .NET Framework
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    Access Europe Meeting - Wed 7 Feb 
           

			by: isladogs |
			last post   by: 

			
			The next Access Europe meeting will be on Wednesday 7 Feb 2024 starting at 18:00 UK time (6PM UTC) and finishing at about 19:30 (7.30PM). 
 
In this month's session, the creator of the excellent VBE...
			
  Microsoft Access / VBA
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    Automate a search field into a web page hyperlink?? 
           

			by: davi5007 |
			last post   by: 

			
			Hi, 
 
Basically, I am trying to automate a field named TraceabilityNo  into a web page from an access form. I've got the serial held in the variable  strSearchString.   How can I get this into the...
			
  Microsoft Access / VBA
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    Help with kali and virtualbox 
           

			by: MeoLessi9 |
			last post   by: 

			
			I have VirtualBox installed on Windows 11 and now I would like to install Kali on a virtual machine. However, on the official website, I see two options: "Installer images" and "Virtual machines"....
			
  General
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    Do you want to allow this website to open an app? 
           

			by: Aftab Ahmad |
			last post   by: 

			
			Hello Experts! 
 
I have written a code in MS Access for a cmd called "WhatsApp Message" to open WhatsApp using that very code but the problem is that it gives a popup message everytime I clicked on...
			
  Microsoft Access / VBA
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    How to disable "Do you want to allow this website to open an app?" 
           

			by: Aftab Ahmad |
			last post   by: 

			
			So, I have written a code for a cmd called "Send WhatsApp Message" to open and send WhatsApp messaage. The code is given below. 
 
 
Dim IE As Object 
 
    Set IE =...
			
  Microsoft Access / VBA
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    batch import excel into database automaticly 
           

			by: ryjfgjl |
			last post   by: 

			
			ExcelToDatabase: batch import excel into database automatically...
			
  Data Management
 
 
 
 
 
 
	    
			0
				 
 
  
 
 
  
    Vlookup from external source(excel) win32com py 
           

			by: marcoviolo |
			last post   by: 

			
			Dear all, 
 
I would like to implement on my worksheet an vlookup dynamic , that consider a change of pivot excel via win32com, from an external excel (without open it) and save the new file into a...
			
  Python
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    Access Europe: Wed 6 Mar - Better Access Charts – The Next Generation (Thomas Moeller) 
           

			by: isladogs |
			last post   by: 

			
			The next Access Europe meeting will be on Wednesday 6 Mar 2024 starting at 18:00 UK time (6PM UTC) and finishing at about 19:15 (7.15PM). 
 
In this month's session, we are pleased to welcome back...
			
  Microsoft Access / VBA
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    How to capture Modbus TCP/UDP data packets in practice 
           

			by: jfyes |
			last post   by: 

			
			As a hardware engineer, after seeing that CEIWEI recently released a new tool for Modbus RTU Over TCP/UDP filtering and monitoring, I actively went to its official website to take a look. It turned...
			
  Desktop Software
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